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Instructions to candidates

1.
The rules for the conduct of Western Australian external examinations are detailed in the Year 12 Information Handbook 2011.  Sitting this examination implies that you agree to abide by these rules.

2.
Answer the questions according to the following instructions.


Section One: Answer all questions on the separate Multiple-choice Answer Sheet


provided. For each question shade the box to indicate your answer. Use only a blue or


black pen to shade the boxes. If you make a mistake, place a cross through that square,


do not erase or use correction fluid, and shade your new answer. Marks will not be


deducted for incorrect answers. No marks will be given if more than one answer is


completed for any question.


Sections Two, Three and Four: Answer all questions. Write answers in this


Question/Answer Booklet.
3.
You must be careful to confine your responses to the specific questions asked and to follow any instructions that are specific to a particular question.  
4.
Spare pages are included at the end of this booklet.  They can be used for planning your responses and/or as additional space if required to continue an answer. 

· Planning:  If you use the spare pages for planning, indicate this clearly at the top of the page.

· Continuing an answer:  If you need to use the space to continue an answer, indicate in the original answer space where the answer is continued, i.e. give the page number.  Fill in the number of the question(s) that you are continuing to answer at the top of the page.
Section One:  Multiple-choice
10% (20 Marks)

This section has 20 questions.  Answer all questions on the separate Multiple-choice Answer Sheet provided. For each question shade the box to indicate your answer. Use only a blue or black pen to shade the boxes. If you make a mistake, place a cross through that square, do not erase or use correction fluid, and shade your new answer. Marks will not be deducted for incorrect answers. No marks will be given if more than one answer is completed for any question.  

Suggested working time: 20 minutes.

1.
What would be the best way to email a colleague your graphic designs?
(a)
Compress the file in a PNG format.
(b)
Compress the file in ASCII.
(c)
Compress the file in RAW format.
(d)
Compress the file in a ZIP format.

2.
What is the main purpose of encrypting data files?
(a)
To increase the speed of delivery. 
(b)
To have a backup copy should the hard drive fail.
(c)
To ensure the files are free from viruses.
(d)
To secure the data.
3.
Which of the following holds data only temporarily?
(a)
ROM
(b)
RAM
(c)
Hard disk drive 
(d)
CPU
4.
The image below demonstrates an element of design?
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This is the element of
(a)
Shapes 
(b)
Texture
(c)
Emphasis
(d)
Harmony
5.
Which of the following is not used for vector drawn objects?
(a)
circles
(b)
lines
(c)
photographs
(d)
squares
6.
Which of the following elements of design can be used to organise information and connect pieces of information?
(a)
colour
(b)
alignment
(c)
line 
(d)
All of the above
7.
Structured information that describes, explains, locates, or otherwise makes it easier to 
retrieve, use, or manage an information resource is referred to as
(a)
archiving
(b)
reports
(c)
directories
(d)
metadata.
8.
Copyrighted software provided at no cost to a user by an individual or company that retains all rights to the software is called
(a)
Freeware
(b)
Shareware
(c)
Open Source Software
(d)
Packaged Software
9.
Which of the following when employed in databases reduces data entry errors and thus 
enhances the data’s integrity? 
(a)
Validation rules
(b)
File rules
(c)
Check Rules
(d)
Modifying rules
10.
Intellectual property does not include
(a)
Patent
(b)
Privacy
(c)
Registered design
(d)
Trademark
11.
 The unauthorised and illegal duplication of copyrighted material is referred to as
(a)
pharming
(b)
phishing
(c)
plagiarism
(d)
piracy
12.
Which of the following transmission technology requires line-of-sight?
(a)
Bluetooth
(b)
Radio
(c)
Infrared
(d)
All of the above
13.
A network that connects computers and devices in a limited geographical area is called 
a
(a)
Local Area Network
(b)
Wide Area Network
(c)
Metropolitan Area Network
(d)
Wireless Area Network
14.
Which of the following speeds up processing time because it stores frequently used 
data or instructions?  
(a)
RAM
(b)
Cache
(c)
CPU
(d)
ROM
15.
An antivirus program works by

(a)
alerting users that websites contains viruses.
(b)
repairing infected files.
(c)
removing viruses that infect computers.
(d)
detecting and eliminating viruses before they arrive at a network.
16.
Which of the following best describes Spam? 

(a)
When unusual messages displayed or transmitted
(b)
When unknown programs or files mysteriously appears
(c)
When a program displays an online advertisement in a banner
(d)
When unsolicited e-mail message or newsgroup posts are sent to many recipients at once.
17.
When evaluating a web site, which of the following is one of the recommended considerations to use?
(a)
number of hits

(b)
currency of information
(c)
look of the site
(d)
user comments
18.
Which of the following is correct in regard to lossy compression?

(a)
The original data cannot be recreated.
(b)
The JPEG format is not a lossy method of compression.
(c)
The TIFF format is a lossy method of compression.
(d)
The original data can be created without loss.

19.
What is the purpose of backing up files?

(a)
To allow multiple users to access the files simultaneously
(b)
To allow recovery of data in the event of a failure
(c)
To allow users to work from home
(d)
To allow the files to be shared on mobile devices
20.
The image below demonstrates how a web designer can create visual interest through the use of which one of the following design principles? 


image: www.freeimages.co.uk
(a)
Contrast
(b)
Colours
(c)
Repetition
(d)
Alignment
END OF SECTION ONE

Section Two: Short Answer






15% (30 marks)





This section contains six (6) questions.  Answer all questions. Write your answers in the spaces provided. Suggested working time is 35 minutes.
Spare pages are included at the end of this booklet.  They can be used as additional space if required to continue an answer. If you need to use the space to continue an answer, indicate in the original answer space where the answer is continued, i.e. give the page number.  Fill in the number of the question(s) that you are continuing to answer at the top of the page.

Question 1
(2 marks)
Internet access refers to the ability to establish a pathway to all services and information available on the internet. 

(a) Discuss one software application necessary to establish internet connectivity. (1 mark)

Internet browser package such as Internet Explorer, Firefox, Safari, etc

(b) Discuss the purpose of an ISP. (1 mark)


Internet Service Provider; provides customers with a connection to the internet on a 
user-pay basis example BigPond etc.

Question 2
(7 marks)
(a) List three ways small businesses can use the internet to their benefit. 










(3 marks)

On-line marketing and selling whereby customers worldwide can be reached.

Social Media – Facebook, Twitter, You tube – share and gain ideas, gain customer feedback on products/services, collaborate in decision making.

Access a range of services eg banking, email, purchasing, technical support and training –save time and money.

Access information eg government regulations, taxation requirements, current market information to assist in making informed business decisions.

((b)
 List two advantages and two disadvantages of using the internet from your discussion 
above.  (4 marks)

Advantages:

Potential to reach out globally; any time anywhere services - shopping, enquiring, researching; save time and money – purchase on line; do banking online; technical support online; able to make informed decisions  - by vast amount of information – compare prices etc.
Disadvantages:

Difficult for customers to ask questions or seek help; Customers like immediate solutions to their problems - usually no patience for email reply. 

Customers who are not IT savvy – may find it difficult to understand user interface – may lose custom of these people.

Catering for multiple languages, cultures, - graphics etc need to appeal to multiple diversity.

Lack of personal one-to-one service – lose that ability to market in that way.

Technical support – different time zones; language barriers – may cause frustrations and delay in getting problem solved.

Responsibility of business to ensure provide secured, safe methods of payment and storage of customer personal data

Question 3
(4 marks)

Ergonomics is the science of the relationship and mechanics between people and their environment, particularly with regard to the equipment and machinery needed of a job

(i) Discuss two examples of ergonomics in a workplace (2 marks)

Examples include: safe lifting techniques, proper posture, appropriate seating position, ergonomic back chair that supports your back and fits your shape, when you sit your knees should not be higher than your hip, length of monitor from you should be an arm’s length to prevent eye strain and leaning forward etc

(ii) List two common injuries caused by poor ergonomic working conditions? 

 (2 marks)
Injuries include: carpal tunnel, back pain, repetitive strain injuries, eye strain etc

Question 4
(6 marks)

Sam is considering purchasing a multimedia computer system that will be used for his website development business. Below is an advertisement for a system that he has been recommended

Apple iMac
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Specifications


· 27-inch (viewable) LED-backlit glossy widescreen TFT display with support for millions of colours

· Resolution: 2560 by 1440 pixels
· 3.1GHz quad-core Intel Core i5 with 6MB on-chip shared L3 cache
· 1TB (7200 rpm) hard drive
· 4GB (two 2GB) of 1333MHz DDR3 memory
· AMD Radeon HD 6970M graphics processor with 1GB of GDDR5 memory
· FaceTime HD camera
· Simultaneously supports full native resolution on the built-in display and up to a 30-inch display (2560 by 1600 pixels) on an external display
· Support for extended desktop and video mirroring modes
· Built-in stereo speakers
· Apple Wireless Keyboard
· Magic Mouse
· Wi-Fi
· Bluetooth
· Mac OS X Snow Leopard
Ref: ww.apple.com/imac/specs, 10/06/2011
(a) Explain the function of the Central Processing Unit (CPU) and state the processing speed of the above system? (2 marks)

Interprets and carries out the basic instructions that operate the computer; 3.1 GHz

(b) Define main memory and state the size of the memory of the above system. (2 marks)

Primary volatile memory of a computer; 4GB
(c) Define secondary storage in relation to the system above and state the amount of secondary storage available on the above system? (2 marks)

 Non-volatile storage on the hard disk; 1TB
 Question 5   (5 marks)
With developers and manufactures competing to reduce the size of ICT devices and software engineers’ continuously developing additional applications, there has been a dramatic escalation in the use of mobile ICT devices. 
With the reduced size and increased portability users have been targeted by opportunistic and organised thieves. Some of these thieves are only after the hardware however the greater concern are the organised thieves who target the information stored on these devices with can be much more valuable than the device. 
a) Describe Intellectual Property using an example (1 mark)

Regarding a business situation it is information that is used by a business, sometimes labelled commercial in confidence and sometimes providing a competitive advantage but not necessary. It can also be property of your mind or intellect, for example an invention, trade mark, original design or the practical application of a good idea. 
b) Describe identity theft. (1 mark)

This is a form of fraud where somebody use information that they have obtained about you to create a false identity that can be used to obtain credit cards in your name etc
c) One method that is used to protect information on mobile ICT devices is Public Key Encryption. Explain how Public Key Encryption works  (3 marks)

This uses two keys, one is the public key which is known to everyone and the other is the 
private key which is known only to recipient of the message. The public and private keys are 
related in such a way that only the public key can be used to encrypt messages and only the 
corresponding private key can be used to decrypt them. It is virtually impossible to decrypt a message without the private key. 
Question 6   (6 marks)

Malicious Software (Malware) is a type of application developed that specifically is intended to cause harm to your network or personnel computer. 

a) List two examples of types of Malware (2 marks)

· worms, 

· spy ware, 

· viruses, 

· Trojan horses and any other common examples.

b) People are continuously trying to develop ‘malware’ to infiltrate networks and personnel computers. List two steps that can be taken to reduce the likelihood of ‘malware’ attacks. (2 marks)

· Don’t open e-mails from suspicious sources. 

· Don’t visit dubious WEB sites.

· Don’t downloading or storing unauthorised software.

· Perform regular virus scans on USB or mobile storage devices before accessing, copying or using any files from the device, or

· Any other common examples.

c) Describe another risk that users can be exposed when participating in bulletin boards, facebook, online chatting  or other social networking applications. (2 marks)

· Harassment and cyber bullying

END OF SECTION TWO

Section Three:  Extended answer
 25%  (50 Marks)
This section contains two (2) questions.  You must answer both questions. Write your answers in the spaces provided. Suggested working time for this section is 50 minutes.
Spare pages are included at the end of this booklet.  They can be used as additional space if required to continue an answer.  If you need to use the space to continue an answer, indicate in the original answer space where the answer is continued, i.e. give the page number.  Fill in the number of the question(s) that you are continuing to answer at the top of the page.

Question 1 (28 marks)

You are helping a not for profit expedition to track the migration of whales down the West coast of Australia using a fleet of fishing boats. Your specific role is to build the base station network in Perth and then the networks onboard each of the fishing boats. The fishing boats need to have network connection, the ability to e-mail each other as well as the base station and also have internet access.  

a) List and discuss the purpose of four equipments required in the base station network to meet network needs. (4 marks)

· A modem to modulate an demodulate the signal.

· A server to store information

· Router to direct packets in the WAN to the correct networks

· Network Interface Card etc

b) Define the four peripheral devices and their functions: (4 marks)

· Scanners - Light sending input device that reads printed text and graphics and then translates the 
results into a form the computer can process.

· Printers - Output device that produces text and graphics in a physical medium such as paper.

· Digital cameras - mobile device that allows users to take pictures and stores the photo images digitally.

· video cameras - mobile device that allows users to digitally record  video images.

c) Describe the application/use of four common ICT business software that should be installed onto the computers and provide an example of each. (4marks)

· Word Processing – Microsoft word

· Personal information managers - Outlook, Lotus Notes

· Online office applications i.e. Google applications

· Simple spreadsheets—basic formulas and charting –Excel. etc

d) When designing and acquiring the hardware and software list four considerations 

(4 marks)
· Cost versus benefits in a business environment

· Ergonomic requirements e.g. workstations. Does the equipment meet Occupational Health and Safety requirements? 

· Legal acquisition of hardware/software i.e. license types: freeware, shareware, proprietary—have you purchased a legal copy/licence of the software?

· Warranty and technical support

e) Part of tracking the whale’s migration involves photographing the mammals; this information needs to be stored at the base station to update the various data bases. 

(4 marks)

(i) Discuss two ways that the digital imagery will be transferred from the camera the network located on the fishing boat. (2 marks)

· Memory card reader

· CD

· Blue tooth

· USB cable etc
(ii) Discuss the best type of file to transfer the images from the fishing boat to the base station.  (2 marks)
· JPEG – reduce file size to maximise the bandwidth utilisation.
f) Discuss two environmental considerations (2 marks)

· Safe disposal of computers or batteries

· .Benefits of using digital media compared to print media, especially in this example e-mails replacing letters and digital photos replacing film photos.  

g) Fault finding the network on a fishing boat at sea could present some difficulties, list three tools available that could be used to fault find.  (3 marks)
· Diagnostic software eg scan disk

· Help Desk

· Manuals, support documents, 
· Online support facilities
h) The expedition tracking the migration of the whales has concerns regarding the security of the information. Discuss three measures that can be implemented to manage the network security.  (3 marks)

· Install antivirus,

· A good firewall, 

· Spam filters etc


Question 2   (22 marks)

You are the ICT manager in a Perth based boarding school and have accepted six new boarders who have recently arrived in Australia from a third world country. They have had no structured schooling or any exposure to personal computers. The school is committed to providing the best opportunity for these new students to learn and be integrated into mainstream schooling as soon as possible. You have been asked to provide the students with connection into the school network outside of school hours from the attached boarding house. 

a) Describe digital divide (2 marks)
· Digital divide is the knowledge gap in using ICT between people who have had the opportunity and exposure to ICT devices compared to people who have not had the same opportunity. 

b) In terms of the target audiences list four initiatives that could be implemented to reduce the effect of digital divide. (4 mark)

· Training courses 

· Policy and procedures for using equipment

· Help menus

· Helpdesk

c) List three things that should be included in the ICT policy   (3 marks)

· No inappropriate internet sites, 

· No sharing of passwords, 

· Computers should not be used to cause harm to others eg cyber bullying
d) You are required to connect the LAN at the boarding house onto the school network, which is part of the campus but a standalone building. Discuss two media that can be used for connection providing either one advantage or one disadvantage for the two connection solutions. (4 marks)

· Solution 1 – Fibre optic connection – One advantage is that it is not affected by EMF or other noise. (2 marks)
· Solution 2 – Radio node – One advantage being installation can be achieved with minimal installation costs compared to trenching and conduit required for fibre and copper solutions. Also easy to relocate and reuse. (2 marks)

e) The school has pressure on maintaining the network within the assigned budget and are investigation outsourcing IT support of the school’s network. (4 marks)

(i) List two advantages of implementing an outsourced solution.

· Able to obtain globally competitive costing models (1 mark)

· Exposure to globally best practice (1 mark)

(ii) List two disadvantages of implementing an outsourced solution. 

· Local jobs are reduced (1 mark)

· The wages paid to locals are forced to compete with global wages, where some countries do not have the same cost of living as Australia, which drives wages down in Australia. (1 mark)

f) The school have significantly increased the number of computers being used as the school have adopted a new policy of one computer per student. To reduce the impact on the environment the school has also adopted a requirement to work predominately in a paperless environment; as such will need applications and system software to support their requirements. This will include the ability to read and write documents, e-mail, and use basic spreadsheet, online office applications and software for presentations of work. (5 marks)
(i) List and describe two types of software that would need to be installed on their laptops to meet the above requirements. (4 marks)

· Microsoft Word – word processing drafting reports ect

· Microsoft Power Point - presentation

· Outlook, any type of email software – sending and receiving files ect

· Google application – searching information from net etc.

(ii) List one other environmental advantage. (1 mark)

· Less paper required

END OF SECTION THREE
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